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Abstract. This study proposes a secure digital signature scheme using the SHA-512 hash function and 

the ElGamal cryptographic algorithm to ensure the authenticity and integrity of digital documents. The 

increasing reliance on digital communication has made document security a critical concern, as digital 

documents are vulnerable to unauthorised access, tampering, and fraud. To address this issue, a digital 

signature approach is implemented, leveraging the SHA-512 hash function to generate a unique message 

digest and the ElGamal algorithm to encrypt and decrypt the signature. The proposed system ensures that 

any alteration or modification of the document will result in a mismatch between the expected and actual 

hash values, thereby detecting potential security breaches. The combined use of SHA-512 and ElGamal 

algorithms provides a robust and secure digital signature scheme, guaranteeing the confidentiality, 

integrity, and authenticity of digital documents. This study demonstrates the effectiveness of the proposed 

scheme in preventing fraud and protecting digital documents from various security threats, making it a 

reliable solution for secure digital communication. 
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1 Introduction 

The communication process, which involves sending messages, is now primarily conducted through digital 

documents. Digital documents are data in the form of text that have an open nature, meaning the content can 

be easily read and modified by unauthorised parties. This renders the security factor of digital documents 

highly insecure. Security refers to the measures we take to prevent or detect fraud in a system based on digital 

documents, thereby protecting against unauthorised access, use, dissemination, destruction, alteration, and 

other threats. For this reason, an approach is needed to secure digital documents, such as encryption, 

steganography, digital signatures, and hashing of the digital documents [1]. 

The security of digital documents can be ensured with a digital signature, which is a form of modern 

cryptography implementation. A digital signature is a cryptographic method used to verify the authenticity 

and integrity of a digital document, having a dynamic nature, which means that the same signature cannot be 

used on different documents. Therefore, digital signatures are considered safer and an effective solution for 

maintaining message authentication, especially in digital documents. This is because a digital signature does 

not mean a digitised signature, but a collection of codes that are processed using cryptography [2]. 

Public key cryptographic algorithms, such as RSA, DSA, GOST, and ElGamal, are used in digital signature 

creation to prove message authentication and provide authentication during the encryption and decryption of 

messages [3]. For example, the ElGamal algorithm, a public-key cryptographic algorithm, performs the 

encryption and decryption processes using two distinct keys. The ElGamal algorithm is recognised as a highly 

secure standard. The digital signature scheme using the ElGamal algorithm is based on the algebraic properties 

of large modulo prime exponents along with discrete algorithm problems [4]. 

In addition to the use of the ElGamal public key algorithm, digital signatures also require the combination of 

two cryptographic algorithms to provide maximum protection for the validity of a digital signature [5]. 

Performing hash calculations aims to reduce the size of ElGamal's digital signatures, thereby obtaining a 

smaller message digest [6]. The hash function used in creating a digital signature ensures that the signature is 

only valid for the specific document to which it is applied. This is because the hash function is a one-way 

function that can produce a signature in the form of a hash value or a concise message (message digest) of a 
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document. Even the slightest changes to the document will significantly impact its hash value. So that the hash 

function can be applied appropriately to create a digital signature of a document, thereby maintaining data 

integrity [7]. 

The Secure Hash Algorithm (SHA) is a simple set of cryptographic hashes developed to maintain and improve 

data security integrity. SHA-512 is one of the SHA algorithms that boasts a high level of security, mainly due 

to the development of several previous SHA algorithms [8]. SHA-512 has a larger block size and transforms 

with a size of 1024 bits, twice as large as SHA-256. This provides a higher level of security and resistance to 

more sophisticated cryptographic attacks [9]. A study titled "Implementation of the Secure Hashing 

Algorithm-512 (SHA-512) for Sign-Up Page Security in the Class of Fun Tutoring System" in 2024 concluded 

that SHA-512 offers a higher level of security than other hashing algorithms by producing hashes that are 

difficult to crack, even in the situation of a hacked database so that this system can ensure the confidentiality 

of user data is maintained [10]. Sinlae, in his research entitled "Cryptosystem Analysis Using Digital 

Signatures Based on SHA-512 and RSA Algorithms" in 2012, explained that the SHA-512 hash function can 

be used in conjunction with the RSA public key algorithm for encryption and decryption on digital signatures 

[11]. Digital signatures using the ElGamal public-key cryptographic algorithm and the SHA-512 hash function 

are a combination of cryptographic methods that must be implemented to provide maximum protection for the 

validity of a digital signature. 

Therefore, based on the phenomenon, exposure, and supported by previous studies, researchers are interested 

in conducting digital signature-based research using the ElGamal and SHA-512 cryptography methods. With 

the research to be carried out, it is hoped that the application of the SHA-512 hash function can be used in 

conjunction with the ElGamal algorithm to produce maximum authentication of documents using digital 

signatures. 

2 Research Methods 

2.1 Data Collection Methods 

The method employed in this research is the literature study method, which examines the topics to be discussed 

in the research using books, journals, scientific articles, and final projects related to the application of 

cryptographic algorithms for digital signatures. The data used in this study is a document with a minimum of 

one page, containing content in the form of letters, numbers, and characters in PDF (Portable Document 

Format) format, obtained from the author's documents. The black box testing method is used to perform 

validation analysis for software or system testing by testing functions based on the software requirements 

specifications. 

2.2 Planning Stages 

1) Signing Stages 

At this stage, a system design is carried out that presents a process of document signing stages. 

Fig 1. Signing Stages 
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2) Verification Stages 

At this stage, the design of a system that presents a document verification 

Fig 2. Verification Stages 

2.3 Implementation of the SHA-512 Hash Function 

A crucial step in creating a digital signature on a document is to hash the document using the SHA-512 hash 

function, which aims to summarise the document into a 512-bit message. Furthermore, the document can be 

signed with the sender's private key [12]. To obtain a 512-bit message digest, the following process is required: 

1) Append the Bits with Padding 

The first process is to append an additional number of bits so that the length of the message (in bits) 

becomes congruent with 896 mod 1024. Since SHA-512 processes messages in blocks of 1024 bits, and 

there are the last 128 bits of the final block that must contain the hexadecimal value of the message 

length, the calculation used is modulo 1024 [13]. 

𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑙𝑒𝑛𝑔𝑡ℎ ≡ 896 mod 1024 (1) 

2) Append Length Value 

Adding the value of the message length by adding a message back with 128 bits, expressing the length 

of the original message in hexadecimal. If the message length is greater than 2218, then the message 

length is taken from the modulo 2218. If the original length of the message is equal to K bits, then 128 

bits are added with K modulo 2218 [14]. The result of these first and second steps is the message that is 

a multiple of integers with a length of 1024 bits. 

3) Initialise Hash Buffer 

A 512-bit hash buffer is used to store intermediate results and final results of hash functions. A buffer 

hash can be represented as eight 64-bit registers (a, b, c, d, e, f, g, h). These registers are initialised with 

the following 64-bit integers (hexadecimal values) [15]: 

 
Table 1. Register 64-bit SHA-512 

Hash Buffer Value 

𝑎 𝐻0
(0)

= 6𝑎09𝑒667𝑓3𝑏𝑐𝑐908 

𝑏 𝐻1
(0)

= 𝑏𝑏67𝑎𝑒8584𝑐𝑎𝑎73𝑏 

𝑐 𝐻2
(0)

= 3𝑐6𝑒𝑓372𝑓𝑒94𝑓82𝑏 

𝑑 𝐻3
(0)

= 𝑎54𝑓𝑓53𝑎5𝑓1𝑑36𝑓1 

𝑒 𝐻4
(0)

= 510𝑒527𝑓𝑎𝑑𝑒682𝑑1 

𝑓 𝐻5
(0)

= 9𝑏05688𝑐2𝑏3𝑒6𝑐1𝑓 

𝑔 𝐻6
(0)

= 1𝑓83𝑑9𝑎𝑏𝑓𝑏41𝑏𝑑6𝑏 

ℎ 𝐻7
(0)

= 5𝑏𝑒0𝑐𝑑19137𝑒2179 

These values are then stored in big-endian format, where the most significant byte of a word is at the 

low-address byte position. 
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4) Message Processing 

At the heart of this algorithm is a module consisting of 80 rounds. Messages are processed in 1024-bit 

(128-word) blocks using a module consisting of 80 rounds 𝐹. Module 𝐹 is used to process the message 

block 𝑀𝑖. which has two inputs, namely the current 512-bit buffer hash content and the 1024-bit message 

block. Each round takes a 512-bit buffer as input and updates its contents. Each 𝑡-spin uses a value of 64 

bits  𝑊𝑡, which is obtained using a message schedule from the 1024-bit block that is being processed 

[16]. The message schedule consists of eighty 64-bit words labeled {𝑊0, 𝑊1, … , 𝑊79}. The first sixteen 

64-bit words in the 1024-bit message block are 𝑀𝑖, while the equation obtains the remaining words in 

the message schedule 

5) Output 

After all of 1024-bit 𝑁 blocks have been processed, the output of the 𝑁 stage is a 512-bit message digest. 

2.4 Application of the ElGamal Algorithm 

The ElGamal algorithm is an asymmetric cryptography algorithm based on the difficulty of solving discrete 

logarithm problems. The ElGamal algorithm consists of three processes: key generation, encryption, and 

decryption [17]. The steps are as follows. 

1) Generate Key 

The process of generating a key in the ElGamal algorithm involves two key pairs: the public key and the 

private key. This process requires a prime number p, a random number g which is the primitive root of 

p, as well as a random number x. So that the public key pair (p, g, y) and a private key 𝑥 can be obtained. 

In the ElGamal algorithm system, the prime number p must be greater than 225, because the ElGamal 

algorithm uses integer operations in its calculations, so the message sent must be converted into an 

integer. The conversion uses ASCII code, a numerical representation of characters commonly used on 

computers, with a minimum value of 0 and a maximum value of 255 [18]. Here's the process of 

generating key pairs: 

a. Prime number 𝑝 < 225 

b. A random number 𝑔 < 𝑝, where 𝑔 is the primitive root 𝑝 

c. Random number of 𝑥, where 𝑥 ∈ {1, 2, 3, … , 𝑝 − 2} 

d. Calculate the equation of 𝑦: 

𝑦 = 𝑔𝑥  mod 𝑝 (3) 

e. Generate a pair of public keys (𝑝, 𝑔, 𝑦) and private key 𝑥. 

2) Encryption Algorithm 

To encrypt a message, a public key (𝑝, 𝑔, 𝑦) is required. Here's the process of the encryption algorithm. 

a. Cut plaintext into message blocks 𝑚1, 𝑚2, …,  with values in intervals [0, 𝑝 − 1]. 
b. Convert message blocks into decimal values. 

c. Selects a random number 𝑘, with the condition 1 ≤ 𝑘 ≤ 𝑝 − 1. 

d. Encrypt blocks m into value pairs (𝑎, 𝑏) with equations. 

𝑎 = 𝑔𝑘  mod 𝑝 (4) 

𝑏 = 𝑦𝑘𝑚 mod 𝑝 (5) 

3) Digital Signature Algorithm 

To sign a document message, calculations are made to produce signatures (𝑟, 𝑠). The following is the 

process of signing the document message. 

a. Choosing a random number 𝑘, provided that 1 ≤ 𝑘 ≤ 𝑝 − 1 

b. Signing to generate a signature value (𝑟, 𝑠) with that equation 

𝑟 = 𝑔𝑘 mod 𝑝 (6) 

𝑊𝑡 = {
𝑀𝑡

(𝑖)
                                                                                   

𝜎1
(512)

(𝑊𝑡−2)) + 𝑊𝑡−7 + 𝜎0
(512)

(𝑊𝑡−15)) + 𝑊𝑡−16

 
0 ≤ 𝑡 ≤ 15

16 ≤ 𝑡 ≤ 79
     (2) 
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𝑠 = 𝑘−1 × (𝑚 − 𝑥 ∙ 𝑟) mod (𝑝 − 1) (7) 

4) Decryption Algorithm 

To decrypt a message, a private key (𝑥, 𝑝) is required. Here's the process of the decryption algorithm. 

a. Decrypt a value pair (𝑎, 𝑏) into a plaintext 𝑚 with that equation 

𝑚 = 𝑏(𝑎𝑥)−1 mod 𝑝 (8) 

b. Convert the obtained 𝑚 value to an ASCII value. 

c. Compile plaintext in sequence 𝑚1, 𝑚2, 𝑚3, … , 𝑚𝑛 

d. Perform the calculation of the verification value 𝑣1 = 𝑣2 using the equation 

𝑣1 = 𝑦𝑟 ∙ 𝑟𝑠 mod 𝑝 (9) 

𝑣2 = 𝑔𝑚 mod 𝑝 (10) 

3 Result And Discussion 

The implementation of the method used to create a digital signature includes generating a key using the 

ElGamal algorithm, creating a message digest using the SHA-512 hash function, inserting a digital signature, 

and verifying the process of verifying documents that have been inserted with a digital signature. 

3.1 Key Generating Process 

The key generation process using the ElGamal algorithm aims to generate the public key pair (𝑝, 𝑔, 𝑦) and the 

private key 𝑥. So that the prime number 𝑝 = 277, the random number 𝑔 = 11 which is the primitive root of 

𝑝, and the random number 𝑥 = 257 were chosen. So that the value of 𝑦 can be obtained through the equation 

𝑦 as follows 

𝑦 = 𝑔𝑥 mod 𝑝 

𝑦 = 11257 mod 277 

𝑦 = 199  

From the key generation process, the public key pair (𝑝, 𝑔, 𝑦) = (277,11,199) and the private key 𝑥 = 257 

were obtained. 

3.2 Signing Process 

After completing the key generation process, the next stage is the formation of a digital signature. Here are 

the stages of the digital signature formation process: 

1) Hashing Process 

The initial process of forming a digital signature on a message or document involves converting the message 

into a message digest using the SHA-512 algorithm. Then, a secret message, "password of central server: 

P523V3R," is selected, allowing a 128-bit message digest to be generated as follows. 

 

Table 2. Message Digest 

Message Message Digest 

password of central server: 

P523V3R 

e9 41 94 22 c7 f0 92 d6 2b 90 4e 9d ed fa b6 a1 d3 a3 e4 23 7b 5b f2 

f5 7a 58 1f fc db 6d 73 c4 99 6d 40 f2 4a 3d 77 20 39 c4 ba 91 5f ae 

c9 8f 6f e2 14 72 1d 8a 0e a6 c6 00 36 7e 31 6e 25 e0 

2) Encryption Process 

The private key generated during the key generation process is used to encrypt messages, resulting in a digital 

signature. Before encrypting a message, first convert the message digest to a decimal value. 
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Table 3. Message Digest in Decimal Value 

Message Digest Decimal 

e9 41 94 22 c7 f0 92 d6 2b 90 4e 9d ed 

fa b6 a1 d3 a3 e4 23 7b 5b f2 f5 7a 58 1f 

fc db 6d 73 c4 99 6d 40 f2 4a 3d 77 20 

39 c4 ba 91 5f ae c9 8f 6f e2 14 72 1d 

8a 0e a6 c6 00 36 7e 31 6e 25 e0 

233 65 148 34 199 240 146 214 43 144 78 157 237 250 182 161 

211 163 228 35 123 91 242 245 122 88 31 252 219 109 115 196 

153 109 64 242 74 61 119 32 57 196 186 145 95 95 174 201 143 

111 226 20 114 29 138 14 166 198 0 54 126 49 110 37 224  

The encryption process can be done after the message digest has been converted into ASCII code. The public 

key pair (𝑝, 𝑔, 𝑦) = (277, 11, 199) and the private key 𝑥 = 257 are used for message encryption, with 𝑘 = 5 

and a value (𝑎, 𝑏) can be obtained. Then continue with the signature value of 𝑠. 

 
Table 4. Encryption Result 

Message Digest (Decimal) 233 65 148 34 199 240 146 214 43 144 78 157 237 250 182 

161 211 163 228 35 123 91 242 245 122 88 31 252 219 109 

115 196 153 109 64 242 74 61 119 32 57 196 186 145 95 95 

174 201 143 111 226 20 114 29 138 14 166 198 0 54 126 49 

110 37 224 

𝑎 = 115mod 277  144 

𝑏𝑖 = 1995. 𝑚𝑖  mod 277  109 228 131 132 217 41 76 37 11 106 49 238 208 34 19 7 239 

161 239 13 99 186 210 60 65 116 244 113 6 141 2 113 199 

99 192 94 123 86 246 141 128 135 248 57 13 251 164 164 26 

241 1 120 154 92 208 0 173 49 34 135 231 224  

𝑟 = 115 mod 277  144 

𝑠 = 5−1 × (𝑚 − 257 ∙ 144) mod 276  259 14 115 123 76 22 113 250 99 11 69 124 56 173 82 109 

28 51 224 229 232 111 191 206 203 36 102 37 139 187 17 

160 91 187 220 191 83 87 229 44 69 160 30 96 147 246 33 

164 202 68 6 9 251 102 198 172 232 125 110 1 59 66 50 203 

3.3 Verification Process 

In the verification process, calculations were carried out using the ElGamal algorithm decryption process by 

paying attention to the signature value of the encryption value (𝑎, 𝑏) and the signature value (𝑟, 𝑠) that were 

previously generated. 

 
Table 5. Digital Signature Verification Result 

𝑣1 = 199𝑟 ∙ 𝑟𝑠 mod 277  146 256 258 70 224 264 109 31 276 40 208 185 123 44 197 

188 16 270 268 200 17 138 26 38 84 186 185167 61 8 83 

50 72 8 192 26 238 252 251 19 22 50 252 15 188 108 243 

29 138 33 200 51 96 19 237 43 148 1 248 8 110 98 48 116 

Message Signature (𝑚) 233 65 148 34 199 240 146 214 43 144 78 157 237 250 182 

161 211 163 228 35 123 91 242 245 122 88 31 252 219 109 

115 196 153 109 64 242 74 61 119 32 57 196 186 145 95 

95 174 201 143 111 226 20 114 29 138 14 166 198 0 54 126 

49 110 37 224 

𝑣2 = 11𝑚 mod 277  146 256 258 70 224 264 109 31 276 40 208 185 123 44 197 

188 16 270 268 200 17 138 26 38 84 186 185167 61 8 83 

50 72 8 192 26 238 252 251 19 22 50 252 15 188 108 243 

29 138 33 200 51 96 19 237 43 148 1 248 8 110 98 48 116 

Information 𝑣1 = 𝑣2 VALID 
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3.4 Digital Signature Testing System  

Testing application for the implementation of the SHA-512 hash function and the ElGamal cryptographic 

algorithm to perform digital signatures on documents. Testing will be carried out on the results of the digital 

signature produced. The following is a digital signature application on the document using the SHA-512 hash 

function and the ElGamal cryptographic algorithm. Fig 3. presents the main page of the PDF Digital Signature 

App, an application that implements the SHA-512 and ElGamal algorithms. 

Fig 3. Home Page of PDF Digital Signature App 

In the PDF Digital Signature App, users can access menus that include Generate Key, PDF Sign, and Verify 

Signature options. Here is the display and testing carried out on each menu. 

1) Generate Key Menu 

The Generate Key menu page contains a form to input the number required by the ElGamal algorithm 

for key generation. Additionally, a password input form is available to limit access to digitally signed 

documents that have been opened. The generate key menu generates a public key (𝑝, 𝑔, 𝑦) and private 

key (𝑥) pairs that will be used in the PDF sign menu and the verify signature menu. It also indicates the 

time required to complete the process on this menu. 

2) Sign PDF Menu 

The PDF sign menu page contains forms for uploading documents to be signed, as well as forms for the 

private key and public key. The PDF sign menu produces documents that have been digitally enclosed, 

which are automatically saved in the output folder and display the time required during the signing 

process. In addition to making the output document, the signature value (𝑟, 𝑠) that will be used in the 

verification process is also displayed, as well as the time required in this signing process. 

3) Verify Signature Menu 

The verify signature menu page contains a form for uploading documents that have been affixed with a 

digital signature, a document password form, a public key form, and a signature value form. The Verify 

Signature menu generates the statement "Signature is VALID" for documents that are proven to match 

the value of the generated signature, and "Signature is NOT VALID” for documents that do not match 

the value of the generated signature. The menu to open the document appears after the caption "Signature 

is VALID"; the file will then automatically open in a new tab of the browser. The time required for the 

verification process is also presented. 

4) Application Testing 

Application testing conducted for validation purposes uses the black box testing method, which helps 

verify whether each component created on the system has performed as expected. Table 6 presents the 

black box testing method used to test the application of the ElGamal Digital Signature App. 
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Table 6. ElGamal Digital Signature App Test Result 

Test Items Test Scenarios Expected Result Test 

Result 

The Generate 

Key button 

Enter the prime number 

𝑝, the primitive root 𝑔, 

and a random number 𝑥. 

Entering the prime number 𝑝, the 

primitive root g, and the random number 

𝑥, the system automatically calculates the 

value of 𝑦. The result is a public key pair 

(𝑝, 𝑔, 𝑦) and private key 𝑥, also presented 

with the time of the system uses. 

Succeed 

The Brows 

button 

Pressing the browse 

button and uploading 

PDF documents during 

the signing process, and 

PDF documents at the 

time of verification 

The document (*.pdf) to be uploaded is as 

displayed in the “Sign PDF Document” 

menu and the “Verify Digital Signature” 

menu after pressing the Browse button 

and selecting the desired document. 

Succeed 

The Sign PDF 

button 

Pressing the Sign PDF 

button 

The digital signature will be displayed 

when the “Sign PDF” button is pressed 

after entering the private key, public key, 

and the document to be signed. The time 

required for the signing process will also 

be displayed. 

Succeed 

The Verify 

Signature button 

Pressing the Verify 

Signature button 

The caption “Signature is VALID” or 

“Signature is NOT valid” will be 

displayed when you press the Verify 

Signature button after entering the public 

key and the value of the generated 

signature. The time it takes for the 

verification process will also be 

displayed. 

Succeed 

4 Conclusion 

Based on this research, it can be concluded that: 

1) The implementation of ElGamal's cryptographic algorithm in creating digital signatures is applied to the 

key generation process, encryption process, and decryption process. Meanwhile, the SHA-512 hash 

function is applied to calculate the hash value, also known as a message digest, which will be used in the 

process of creating and verifying a digital signature. 

2) The process of encrypting messages in the form of PDF documents using the SHA-512 hash function 

and the ElGamal cryptographic algorithm produces new PDF documents that have gone through the 

signing process, and the signature value will be used in the verification process. 

3) The process of decrypting messages in the form of PDF documents that have gone through the signing 

process using the ElGamal cryptographic algorithm produces information to prove the validity or 

invalidity of the signature. 

4) The message digest and hash value of the SHA-512 hash function are used to verify the signature 

generated from the signing process on a PDF document. 

5) Securing documents with digital signatures using the SHA-512 hash function and the ElGamal 

cryptographic algorithm results in a new PDF document that has been affixed. The document will be 

verified for authenticity based on the signature value generated and the public key used. 

6) The SHA-512 hash function and ElGamal's cryptographic algorithm can be used simultaneously to 

generate digital signatures that are very useful for securing PDF documents. 

7) The digital signature generated using a combination of two algorithms, namely the SHA-512 hash 

function and the ElGamal cryptographic algorithm, is very effective for securing PDF documents. The 

discrete algorithm's calculation of the prime modulo number in the ElGamal algorithm, as well as the 
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output of fixed-length messages resulting from the SHA-512 hash function, is longer than other SHA 

families, thus improving the security of the document messaging process. 
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